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ABSTRACT

Conventional cyber-attack detection solutions are generally based on signature-based or malicious behavior analysis so that
have had difficulty in detecting unknown method-based attacks. Since the various information occurring all the time reflects
the state of the system, by modeling it in a steady state and detecting an abnormal state, an unknown attack can be
detected. Since a variety of system information occurs in a string form, word embedding, ie, techniques for converting
strings into vectors preserving their order and semantics, can be used for modeling and detection. Novelty Detection, which
is a technique for detecting a small number of abnormal data in a plurality of normal data, can be performed in order to
detect an abnormal condition. This paper proposes a method to detect system anomaly by cyber attack using embedding and
novelty detection.
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Table 2. Examples of detailed behavioral items
for behavior classification

behavior

I detailed behavioral items
classification

create DOC document
create XLS document
create PPT document
create HWP document
read PDF document
create TXT document

document

Table 3. Simulation program items and key
activities

Program items Key activities

MS Word, MS
Power Point,
MS Excel, create and save document
Hangeul,
Notepad
PDF reader open and save PDF
document
MS Outlook send and receive E-mail

access web site, login,
create board post
Ping ping communication
access server, command
SSH . .
execution and termination
request and terminate
server information
local file / shared file copy,
alternate and delete
access server, send file,
terminate
virtual USB, CD connecting
and disconnecting

Web browsing

SNMP

File managing

FTP

device control
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Table 4. Examples of abnormal behavior

Behavior

L Detailed behavioral items
classiciation

create DOC document

create XLLS document

create PPT document

document
create HWP document

read PDF document

create TXT document
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Fig. 2. ROC curve on OneSVM detection of
process action event data embedded by
Doc2Vec
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Fig. 3. ROC curve on OneSVM detection of
process action event data embedded by
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Table 5. Detection Results by Embedding
Algorithms

Embedding
Algorithm gamma nu AUROC
Doc2Vec 0.1 0.8 0.467
Autoencoder 0.8 0.8 0.948
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u}.
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Fig. 4. ROC curve on Isolation Forest detection
of process action event data embedded by
Autoencoder
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Table 6.2 Autoencoder WY 7S A&
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Table 6. Detection Results by Detecting

Algorithms

ADlegtoerCiil}?ngl parameters AUROC
gamma 0.8

OneSVM 0.948
nu 0.8
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